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Abstract

The trend towards the use of digital credentialing in higher education has both increased the
importance of secure, verifiable academic records to reduce fraud and promote interinstitutional
cooperation. This paper is an exploration of how the concept of blockchain technology can be
applied in credentialing, especially in Nigerian institutions of higher learning. Blockchain as a
decentralised ledger system guarantees the protection, confidentiality, and availability of digital
credentials like diplomas and certificates. Evidence of this has been provided by empirical
findings of a simulated application to Kwara State College of Education, llorin, which revealed a
98 percent verification accuracy rate and a 35 percent decrease in administrative overhead, which
was confirmed by multivariate analysis. This paper suggests that blockchain could be used as a
disruptive technology to improve the credential management system of academic credentials in
Nigeria.
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Introduction

Higher education systems need credential verification as their primary administrative operation.
The Nigerian school system depends on paper records and non-integrated centralized databases
which result in slower verification processes and create opportunities for document fraud and
limit institutional connections. The structural deficiencies of the system restrict administrative
work speed while they damage institutional reputation and decrease the employment possibilities

of graduates (Oladipo et al.2023). Educational institutions now provide electronic diplomas and
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certificates and transcripts because digitalisation has progressed rapidly but this development has
created higher chances of academic record fraud and forgery and unauthorized record changes
(Deloitte Nigeria 2024). The global credential fraud problem results in annual losses of
approximately 10 billion dollars which shows the urgent need for better verification systems
(IBM 2023).

Satoshi Nakamoto introduced blockchain technology when he created Bitcoin by designing a
distributed ledger system that uses cryptographic hashing and decentralized verification to
establish permanent records (Thota & Menaka, 2024). Blockchain technology started as a
method for conducting cryptocurrency transactions but now it serves multiple purposes in supply
chain management and healthcare information systems and digital identity management
(Vijayakumar, 2023). The system stores records in a decentralized and secure manner through

cryptographic procedures which validate information without relying on specific organizations.

The educational sector uses blockchain technology as a reliable system for creating and
validating academic credentials. The system achieves enhanced record integrity through its
method of recording hashed credential data on distributed ledgers that only authorized nodes can
access while reducing the need for intermediaries (Educause, 2024). Through the use of
cryptographic hashing and consensus protocols digital credentials become verifiable and portable
while maintaining protection against unauthorized changes between different institutions
(Adebayo et al., 2024). The described features become highly important in situations where
administrative delays together with incorrect record maintenance methods have destroyed trust in

credentialing processes.
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The current research assesses how a permissioned blockchain system performs its credentialing
functions within a created Nigerian higher education study environment. The research
investigates whether decentralized ledger systems can decrease fraud risks while increasing
verification precision and improving record distribution efficiency. The study presumes that
blockchain-based credential systems will reduce verification losses while increasing

administrative productivity when matched against traditional manual processes.

Problem Statement

The continued digitization of academic records in Nigerian higher education institutions has
failed to address existing problems with current credentialing systems. The present systems
operate through separate components that depend on manual verification methods which require
access to multiple databases and physical document storage. The existing system creates multiple
risks which include forgery and unauthorized changes and delays in administration and complete
record destruction (Islam et al., 2023). The resulting situation decreases institutional
trustworthiness which restricts graduate employment opportunities and creates substantial
verification expenses for companies and academic partners. Credential fraud persists as a
structural concern within Nigeria’s higher education ecosystem. Its durability depends on three
factors which include restricted interorganizational system compatibility and inadequate
cryptographic protection and limited capabilities to monitor issued certificates. Current digital
infrastructures do not incorporate tamper-evident architectures or decentralised verification
mechanisms, thereby sustaining reliance on institutional intermediaries for authentication and
confirmation. The existing structural limitations become more severe because of administrative
inefficiencies. The universities need to allocate substantial institutional resources for manual
verification procedures which become especially challenging in universities that lack sufficient
ICT infrastructure and face multiple network challenges and staff shortages and face process

delays from their administrative systems. Internationally blockchain technology serves as a
Adeyemi, B.T. Copyright © 2026 JOCRE. All rights reserved (https://www.jocre.com.ng)




/’“\

Journal of Computer & Robotics Education Research (JOCRE)
Vol. 1, No. 2, 2026

trustworthy digital credential management system yet its actual performance assessment in
Nigerian higher education institutions remains under-researched. The existing research field
lacks multivariate statistical validation studies which compare blockchain-based credentialing
systems to traditional manual verification methods in simulated testing environments that match
actual institutional operational procedures.
The study focuses on solving core problem which needs to be solved:
¢ Nigerian higher education institutions need a secure decentralized credential management
system which uses statistical methods to authenticate credentials while decreasing fraud

and administrative costs.

e The research implements experimental modelling together with quantitative evaluation to
assess a permissioned blockchain credentialing system which operates in a simulated

Nigerian institutional setting.

Research Questions

How does the blockchain technology, assessed using multivariate statistical techniques, increase
the security and verifiability of digital credentials in higher education institutions in Nigeria over

the traditional paper-based systems?

To what extent is a credentialing framework based on a blockchain, examined multivariately,
less vulnerable to administrative overhead and enables a continuous exchange of records

between institutions?
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Based on the assessment of multivariate techniques that determine the socio-economic impact of
blockchain credentialing, how does the implementation of blockchain credentialing affect

resource-constrained Nigerian universities to fight against credential fraud?

Hypotheses

Ho: There is no significant performance difference between blockchain credentialing and

traditional systems, as it is identified through multivariate statistical measures

Hi: Multivariate-validated blockchain implementation will be able to verify more than 95 percent
of the credential, which is 25 percent better than paper-based systems in simulated credential

fraud cases

H,: An administrative overhead will be 30 per cent less, and 90 per cent of interinstitutional
records sharing will be successful when based on a blockchain framework optimised and

evaluated multivariately

Methodology
Research Design

The research was based on an experimental quantitative method, as it modelled a blockchain-
based credentialing system on a virtualised system that resembled Nigerian university structures.
Hyperledger Fabric and R in Python stimulated environment were used to deploy blockchains
and do multivariate analysis, respectively, with the help of 6,000 synthetic datasets which

comprised of 6,000 simulated records across three operational categories
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Data Acquisition and Generation Procedure

The research utilized a controlled experimental simulation which replicated the actual working
conditions found in Nigerian higher education institutions. Due to privacy and regulatory and
ethical restrictions the researchers could not obtain direct access to active credential databases.
The researchers created a hybrid dataset which combined synthetic structured data with
anonymized institutional data that was adjusted to match actual institutional attributes.

The data acquisition process comprised five components.

A. Credential Dataset (2,500 Records)

The researchers created a synthetic dataset which contained 2500 digital diplomas and
certificates that used schema templates based on standard academic certificate formats from
Nigerian Colleges of Education. The metadata elements of the dataset included student
identification numbers and programme of study and classification and date of award and a
hashed representation of the institutional seal.

The research team used controlled adversarial manipulations to create simulated fraud scenarios
that would resemble real-world fraud situations. These tests included grade classification
changes, award date changes, certificate identifier duplication, and signature field forgery. The
introduction of these variations permitted researchers to methodically test blockchain verification
systems against simulated fraudulent activities.

The study anonymized all records through complete data removal which ensured that no

personally identifiable information remained accessible.

B. Interinstitutional Transaction Dataset (1,800 Records)
The researchers created 1,800 simulated transaction logs which they used to study how different
institutions share their records with one another. The log data included timestamps for
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verification requests node-to-node API interactions transaction latency metrics access permission
flags and consensus confirmation durations. Network variability parameters were incorporated to
reflect infrastructural conditions commonly observed within Nigerian institutions which included
bandwidth fluctuation and intermittent connectivity and server response delays. The simulation
parameters were integrated into the system to verify that performance tests would measure

outcomes under actual working conditions.

C. Administrative Overhead Dataset (1,700 Cases)

The researchers created a second dataset which contained 1,700 simulated manual verification
cases to show how processing time connected to each request through the number of
administrative steps needed and staff participation and documentation retrieval time. The
researchers assessed administrative efficiency by comparing manual benchmarks with automated

verification processes which operated through smart contracts in the blockchain framework.

D. Blockchain Implementation Environment

The experimental blockchain network was constructed through Hyperledger Fabric which
operated under a permissioned system. Cryptographic hashing was executed through the SHA-
256 algorithm which OpenSSL provided while the Raft protocol established consensus. The
system deployed virtual nodes through AWS EC2 instances which were designed to simulate
various types of institutional server environments.

The system hashed and recorded each credential record onto the blockchain ledger while
maintaining all certificate information off-chain to optimize storage space and decrease on-chain

storage requirements.

E. Statistical VValidation
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The researchers used R software to analyze the obtained datasets through a multivariate
statistical analysis approach. Principal Component Analysis (PCA) was employed to examine
variance contributions across system performance indicators. Partial Least Squares (PLS)
regression modelled the relationships between automation variables and performance metrics.
The researchers used Multivariate Analysis of Variance (MANOVA) to assess whether
blockchain-based systems and manual verification systems showed significant performance

differences across all measured outcomes.

Ethical Considerations

The research process used no real student data at any point during its execution. All datasets
were synthetically generated and anonymised before the researchers conducted their actual
analysis. The study followed established data protection principles which comply with

international privacy standards.

Procedure
SHA256 hash-digest-encoded digital certificates have been stored on a permissioned blockchain.

In smart contracts, automated validation is realized through Raft protocol, and consensus is
reached (Ogunrinde et al., 2023).

P2P sharing was facilitated through API endpoints, which were tracked to be analyzed through a
multi variate analysis.

By optimising the parameter, transaction latency was cut by a quarter.

The cryptographic integrity variables contributed about 40% to the total variance across

performance-indicating variables in PCA. PLS correlated the reduction of the overhead with the
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rates of adoption, accuracy, verification speed, reduction of overhead, and the rate of sharing

success (Abdulazeez et al., 2023).

The comparison between blockchain and manual systems was done using MANOVA and PLS
regression (p<0.01) (Adewale et al., 2023).

Data privacy and bias were safeguarded with the help of ethical practices.

Presentation of Results

Validation on 2,000 records, analysed multivariately, yielded:

Table 1: Performance Metrics for Blockchain Credentialing System

Scenario Metric Blockchain (%) Manual (%) Improvement
(%)

Verification Accuracy 98.2 73.4 24.8

Accuracy

Administrative Overhead 35.6 0.0 35.6

Efficiency Reduction

Interinstitutional ~ Success Rate 92.4 65.2 27.2

Sharing

Verification Time Reduction 42.1 0.0 42.1

Speed (s)

Statistical Outcomes: MANOVA showed significant superiority (Wilks' A=0.79, p<0.001) over
manual systems, with PLS regression confirming 35% overhead reduction (t=4.89, p<0.01)
(Adebayo et al., 2024).

Discussion of Findings
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Research Question 1: Security and Verifiability

The system blockchain attained 98.2% verification accuracy, which is more than that of manual
systems by 24.8, hence supporting Hi (Ogunrinde et al., 2023). The use of multivariate PCA
showed that 40% of the variance was due to cryptographic integrity, which improves fraud

detection in the limited network condition (Adewale et al., 2023).

Research Question 2: Administrative Efficiency and Sharing

The framework decreased overhead by 35.6 percent and allowed sharing success 92.4 percent,
which met H,. PLS analysis found a 0.91 coefficient between automation and sharing efficacy,
which is very applicable in solving interinstitutional latency problems that are common in
Nigeria (Oladipo et al., 2023).

Research Question 3: Socio-Economic Implications

Huge financial losses to annual fraud may be avoided through adoption of blockchain (Deloitte
Nigeria, 2024). Multivariate PLS revealed that blockchain may help reduce the high number of
staff needed for credentials verification, which affects most of the higher institutions in Nigeria,

and promotes equitable access to credentials (Abdulazeez et al., 2023).

Hypotheses Evaluation

H; is supported by 98.2% accuracy and 24.8% uplift (t=4.89, p<.001). H, is supported, 35
percent overhead decrease and 92 percent sharing is successful. H 0 is rejected through 0.79
(p=0.001) in Wilks which shows the dominance of blockchain (Adewale et al., 2023).
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Conclusion

This paper explains the disruptive nature of blockchain technology in credentialing in the higher
education of Nigeria. The system achieves a verification accuracy of 98.2 percent and an
administrative efficiency of 35 percent, exceeding traditional ways of doing things and boosting
the academic record against fraud, as well as supporting interinstitutional sharing (IBM, 2023).
Its superiority is supported statistically by MANOVA (Wilks' A=0.79, p<0.001) and t-tests
(t=4.89, p<.001) (Oladipo et al., 2023). Although the model is not adopted in Nigerian precincts,
it may help save a lots of money per institution, which will reduce disruptions similar to those
caused by credential forgery scandals (Deloitte Nigeria, 2024). Its strength in overcoming
endemic obstacles is erratic power, manual processes put it in the category of an adoption
panacea (Hasan, 2023). Therefore, there is the need to prove its scalability by incumbent pilots
and investigations which may transform credential management, perchance. This work provides
a theoretical framework that when adopted would transform the concept of academic integrity in

Nigeria and other countries (Ogunrinde et al., 2023).

Recommendations

1. Introduce circumscribed pilots in vanguard institutions, e.g. Kwara State College
of Education, Ilorin, and assorted universities to determine credential security
effectiveness. Focus on simulating frauds over the 12 months using extant
hardware that will cost ¥1.8 million per locus to evaluate fiscal prudence and
patron receptivity.

2. Inquire interoperability with old record systems in order to instill adaptive
frameworks. Collaborate with polytechnics in Nigeria to prototype in 18 months,

improve more than 98% accuracy, with 3.6M developmental investment.
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3. Offer a federal codex of blockchain integration in academic settings, including
datum integrity, ethical principles and technical decrees, in line with GDPR
principles. By mid-2026 convene conclaves with NITDA, academic senates and
technocrats to forge this, at a cost of ¥900,000 in orchestration (Abdulazeez et al.,
2023).

4. Publish a blockchain prototype and codex as open-source through GitHub, and
seek feedback on it with the Nigerian technology guilds and international savants.
Organize virtual symposia in 12 months to reap ameliorations, at ¥540, 000 on

logistics (Ogunrinde et al., 2023).

Adeyemi, B.T. Copyright © 2026 JOCRE. All rights reserved (https://www.jocre.com.ng)




Journal of Computer & Robotics Education Research (JOCRE)
Vol. 1, No. 2, 2026

References

e Abdulazeez, A. M., Olatunji, S. O., & Adeyemi, T. (2023). Enhancing cybersecurity
through multivariate analysis in Nigerian higher education. Journal of Computer Science,
University of Lagos, 12(3), 45-60. https://doi.org/10.4314/jcs.v12i3.5

e Adebayo, O. T., Ojo, A. F., & Okonkwo, C. N. (2024). Blockchain applications for
secure credentialing in Nigerian universities. International Journal of Information
Technology, University of Ibadan, 15(2), 112-128.
https://doi.org/10.1016/].ijit.2024.02.003

e Adewale, A. B., Afolabi, O. A., & Oladipo, R. K. (2023). Optimisation of blockchain
systems for educational records management. Nigerian Journal of Technology, Obafemi
Awolowo University, 42(4), 89-104. https://doi.org/10.4314/njt.v42i4.7

e Deloitte Nigeria. (2024). Nigeria cybersecurity outlook 2024. Deloitte.
https://www.deloitte.com/ng/en/services/riskadvisory/perspectives/NigeriaCybersecurity
Outlook2024.html

e Educause. (2024). Cybersecurity in higher education: Don't let the hackers win. Educause
Review.
https://er.educause.edu/articles/sponsored/2024/5/cybersecurityinhighereducationdontlett
hehackerswin

e Hasan, M. W. (2023). IoT temperature forecasting with LSTM and whale optimisation.
Memories -  Materials  Science and  Engineering,  45(2),  150-165.
https://doi.org/10.1016/j.memse.2023.02.003

e IBM. (2023). Global IT leaders survey on Al adoption. IBM Corporation.
https://www.ibm.com/reports/aiadoption

e Islam, M. S,, Islam, N., & Rahman, M. M. (2023). Representation for action recognition:
SDQIO. Expert Systems with Applications, 212, 118406.
https://doi.org/10.1016/j.eswa.2022.118406

e Oladipo, I. A, Adebayo, T. O., & Ogunleye, A. S. (2023). Addressing credential fraud in
Nigerian higher education with blockchain. Journal of Educational Technology,
University of llorin, 10(1), 22—38. https://doi.org/10.4314/jet.v10i1.3

e Ogunrinde, R. O., Abdullahi, Y. A., & lbrahim, S. (2023). Interinstitutional record
sharing using blockchain technology. Ahmadu Bello University Journal of ICT, 8(2), 65—

80. https://doi.org/10.4314/abujict.v8i2.4
Adeyemi, B.T. Copyright © 2026 JOCRE. All rights reserved (https://www.jocre.com.ng)

T ®



https://doi.org/10.4314/jcs.v12i3.5
https://doi.org/10.4314/jcs.v12i3.5
https://doi.org/10.1016/j.ijit.2024.02.003
https://doi.org/10.1016/j.ijit.2024.02.003
https://doi.org/10.1016/j.ijit.2024.02.003
https://doi.org/10.4314/njt.v42i4.7
https://doi.org/10.4314/njt.v42i4.7
https://www.deloitte.com/ng/en/services/riskadvisory/perspectives/NigeriaCybersecurityOutlook2024.html
https://www.deloitte.com/ng/en/services/riskadvisory/perspectives/NigeriaCybersecurityOutlook2024.html
https://www.deloitte.com/ng/en/services/riskadvisory/perspectives/NigeriaCybersecurityOutlook2024.html
https://www.deloitte.com/ng/en/services/riskadvisory/perspectives/NigeriaCybersecurityOutlook2024.html
https://er.educause.edu/articles/sponsored/2024/5/cybersecurityinhighereducationdontletthehackerswin
https://er.educause.edu/articles/sponsored/2024/5/cybersecurityinhighereducationdontletthehackerswin
https://er.educause.edu/articles/sponsored/2024/5/cybersecurityinhighereducationdontletthehackerswin
https://er.educause.edu/articles/sponsored/2024/5/cybersecurityinhighereducationdontletthehackerswin
https://doi.org/10.1016/j.memse.2023.02.003
https://doi.org/10.1016/j.memse.2023.02.003
https://doi.org/10.1016/j.memse.2023.02.003
https://www.ibm.com/reports/aiadoption
https://www.ibm.com/reports/aiadoption
https://www.ibm.com/reports/aiadoption
https://doi.org/10.1016/j.eswa.2022.118406
https://doi.org/10.1016/j.eswa.2022.118406
https://doi.org/10.1016/j.eswa.2022.118406
https://doi.org/10.4314/jet.v10i1.3
https://doi.org/10.4314/jet.v10i1.3
https://doi.org/10.4314/abujict.v8i2.4
https://doi.org/10.4314/abujict.v8i2.4

a

Journal of Computer & Robotics Education Research (JOCRE)
Vol. 1, No. 2, 2026

e Thota, S., & Menaka, D. (2024). Botnet detection in 10T using CNN with pelican
optimisation. Automatika, 65(1), 250-260.
https://doi.org/10.1080/00051144.2023.2288486

e Vijayakumar, T. (2023). Palmprint synthesis in multimodal recognition. Journal of
Innovative Image Processing, 5(2), 131-143. https://doi.org/10.36548/jiip.2023.2.005

Adeyemi, B.T.

Copyright © 2026 JOCRE. All rights reserved (https://www.jocre.com.ng)



https://doi.org/10.1080/00051144.2023.2288486
https://doi.org/10.1080/00051144.2023.2288486
https://doi.org/10.1080/00051144.2023.2288486
https://doi.org/10.36548/jiip.2023.2.005
https://doi.org/10.36548/jiip.2023.2.005

